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1. Introduction

Information and Communication Technology (ICT) criminal law identifies acceptable standards of behavior on the Internet,
establishes socio-legal sanctions for cybercrime, generally protects ICT users and mitigates or prevents harm to people, data,
systems, services and infrastructure, in particular; protects human rights; enables the investigation and prosecution of online
crime (outside the traditional real-world environment); and facilitates cooperation between law enforcement agencies (UNODC,
2013, p. 52). The Cybercrime Act provides guidelines and standards of behavior and conduct for the use of the Internet,
computers and related digital technologies and for the activities of government and private organizations, as well as for the rules
of evidence and criminal procedure and other criminal justice matters in cyberspace. It also regulates risks and/or mitigates
damages to individuals, organizations and infrastructure in the event of cybercrime. For this reason, legislation in the field of
computer crime includes substantive, procedural and preventive aspects. Cybercrime

Substantive law

Illegal activities require specific definitions and prohibitions by law. A person cannot be punished for an act that was not
prohibited by law when it was committed, according to the moral concept of nullum crimen sans lege (Latin: "no crime without
law") (UNODC, 2013, p. 53). Legal entities such as natural persons, organizations and governments have rights and obligations
defined by substantive law. Laws and regulations enacted by local, state, and federal legislatures (statutes), United States and
state constitutions, and court decisions are all sources of substantive law.

Procedural law

Rulemaking is governed by procedural law, which sets standards for the enforcement of rulemaking. Criminal procedure is an
important part of procedural law because it contains detailed rules and guidelines for how the criminal justice system and its
agents should treat and process suspects, accused and convicted persons (Maras, forthcoming, 2020; criminal procedure general
information , see LaFave et al., 2015; for information on international criminal proceedings, see Boas, et al., 2011). Finally,
cybercrime procedural law includes provisions on jurisdiction and investigative powers, evidence and criminal proceedings
relating to data collection, interception, search and seizure, retention and retention (which are further described in Cybercrime
Module 4 on Introduction to Digital Forensics, Module 5 on Cybercrime Investigation, Module 6 on Practical Aspects of
Cybercrime Investigation and Digital Forensics and Cybercrime Module 10 on Privacy and Data Protection, see also UNODC,
2013, pp. xxii-xxiii). In terms of process, cybercrime presents a number of unique challenges, particularly with respect to
jurisdiction, investigation and digital evidence.
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Preventive law

Regulation and risk mitigation are the primary objectives of
preventive legislation preventive law focuses on cybercrime
to either prevent it or at least reduce the harm that results from
the commission of cybercrime (UNODC, 2013, 55).
Cybercrime Module 10 on privacy and data protection covers
data protection laws such as the EU General Data Protection
Regulation 2016 and the African Union Convention on
Cybersecurity and Data Protection 2014, which aim to reduce
the material damage caused by crime breach of private data
in case of cybercrime occur and/or mitigate such damages.
As aresult, criminal justice agents are equipped with the tools
necessary to investigate and punish cybercrime. This includes
facilities such as the infrastructure of telecommunications
and electronic communications service providers that enable
interception and data storage.

Types of Internet-related crimes

Cybercrime and cyberattacks have no agreed definition at the

global level. For the most part, crimes fall into one of four

categories: | crimes against the confidentiality, integrity and

availability of computer data; ii) computer-related offences;

ii3) content-related offences; and finally iv) infringement of

copyright and related rights.

In general, cybercrime can be divided into three categories:

cybercrime, cybercrime and online sexual exploitation and

abuse of children, which is a different type of crime.

=  Malware, ransomware and attacks on critical national
infrastructure (such as a cyber-takeover of a power plant
by an organized crime group) are examples of
cybercrime that depends on ICT infrastructure. Another
example would be overloading a website with data to
shut it down (DDOS attack).

= Criminal activity that can take place both offline and
online is known as cybercrime. Online fraud, drug
transactions and money laundering are examples of this.

= Sextortion is the exploitation of self-created images by
extortion and is becoming increasingly common on the
open internet and darknet forums.

The rule of law in corruption

Corruption has a well-deserved reputation as one of society's
most pernicious ills. Those who belong to underrepresented
or oppressed groups, such as minorities, people with
disabilities, refugees, migrants and convicts, are
disproportionately affected by erosion of trust in government
institutions and, as a result, are an obstacle to economic
progress. It affects women, children and the poor the most,
preventing them from accessing basic social needs including
health care, housing and education.

When it comes to fighting corruption, investigative
journalists and whistleblowers are critical. Two recent
murders, one in Malta and one in Slovakia, illustrate the
danger journalists face when they go after corrupt politicians
and the money they receive from organized crime. Three
years since then it had been since Daphne had been brutally
murdered and no one had been able to determine who or what
had ordered it or why. In September 2020, two and a half
years after the death of Jan Kuciak and his fiancée Matina
Kunrovd, the murderers were found guilty; however, those
who organized the crimes were not found guilty. As a result
of the court decision, | believe that justice must be ensured in
Slovakia and impunity avoided. In 2018, attempts were made
on the life of Montenegrin journalist Olivera Laki, and the
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perpetrators of this crime have not yet been caught; she is
known for her investigations into political corruption in her
newspaper Vijesti. Since the violent beating of Serbian
investigative journalist Ivan Nini in 2015, the crime and
corruption reporting network KRIK has received death
threats and been targeted for smears. Investigative journalist
Khadija Ismayilova, who was jailed for criticizing
government officials and their families over allegations of
corruption and illegal business operations, is another
illustrative example. Although the European Court found
many violations of the Convention in her case — including a
violation of Article 18 — it concluded that this was done to
punish and silence the journalist for her work as a journalist.
Another danger to journalists investigating misconduct
(SLAPP) is what are known as strategic public participation
lawsuits. These are frivolous lawsuits initiated by wealthy
individuals or corporations in an attempt to intimidate
journalists into abandoning their investigations and refraining
from using the court system. So, for example, before she was
killed, Daphne Caruana Galizia was already the target of
more than 40 civil and criminal libel suits in Malta, some of
which were brought against her family even after she died.

Conclusion

The Cybercrime Act provides guidelines and standards of
behavior and conduct for the use of the Internet, computers
and related digital technologies and for the activities of
government and private organizations, as well as for the rules
of evidence and criminal procedure and other criminal justice
matters in cyberspace. It also regulates risks and/or mitigates
damages to individuals, organizations and infrastructure in
the event of cybercrime. For this reason, legislation in the
field of computer crime includes substantive, procedural and
preventive aspects. Cybercrime A person's right to privacy or
reasonable expectation of privacy is taken into account when
enacting privacy legislation. With today's technical
capabilities, it is possible to have as much privacy as you
want, and these technologies can enable a growing number of
contractual practices. Regulation and risk mitigation are the
primary objectives of preventive legislation. When it comes
to cybercrime, the Prevention Act aims to make it harder for
criminals to commit crimes, or at least reduce the damage
they do.
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