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Abstract 

Cross border transfers of personal and non personal data underpin modern digital 

economies and the development of artificial intelligence (AI) systems. AI model 

training often requires large and diverse datasets, which leads to frequent transfers of 

data across jurisdictions. The European Union (EU) General Data Protection 

Regulation (GDPR) provides several legal bases for such transfers, including 

adequacy decisions, standard contractual clauses and derogations based on consent. 

This paper examines how these mechanisms interact with AI model training and 

analyses their effectiveness in safeguarding data protection while enabling innovation. 

The study uses doctrinal analysis of EU legal texts, case law and policy documents up 

to 2018, supplemented by economic literature on data flows, to evaluate the adequacy, 

consent and standard clause regimes in the context of AI. The results highlight tensions 

between data protection and the data hungry nature of AI, the challenges of obtaining 

meaningful consent, and the limitations of contractual safeguards. The paper 

concludes with recommendations for policymakers and AI developers to enhance 

cross border data governance and ensure responsible AI model training. 
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Introduction 

Artificial Intelligence (AI) is transforming industries and daily life, bringing tremendous benefits alongside profound ethical 

questions. From early speculations such as Isaac Asimov’s science fiction “Three Laws of Robotics” (1942) to modern AI 

systems deployed in healthcare, finance, and policing, humanity has long realized that powerful AI can be a force for both good 

and ill. Researchers emphasize that AI’s “degree of autonomy must be accompanied by increasing ethical responsibility” AI 

systems should align with human values and remain accountable as they become more autonomous (Dignum, 2018) [9]. In other 

words, as AI systems gain power to make decisions, ensuring they do so ethically is crucial. The field of AI ethics has thus 

emerged to identify the moral, social, and legal implications of AI and to develop frameworks for responsible AI design and use. 

 

Research Questions 

This paper addresses three fundamental questions on AI ethics: (1) What are the main ethical challenges posed by current AI 

technologies? (2) What approaches and principles have been proposed to mitigate these ethical issues (up to 2018)? (3) What 

are the gaps and future directions to ensure AI is developed and deployed in an ethical manner? In exploring these questions, we 

conduct a literature review of pre-2019 scholarly sources and examine real world cases to illustrate each challenge. We also 

review major AI ethics guidelines introduced by academia, industry, and policymakers through 2018. The goal is to provide a 

comprehensive overview of AI ethics, covering key issues such as fairness, privacy, transparency, accountability, safety, and 

https://doi.org/10.54660/IJJL.2026.5.3.191-199
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societal impact and to discuss how these issues are being 

addressed.  

 

Methodology 

This research was conducted as a literature based review of 

AI ethics, focusing on publications indexed in Scopus and 

other reputable sources. We surveyed academic journals, 

conference papers, and institutional reports that discuss 

ethical implications of AI. Key search terms included “AI 

ethics,” “algorithmic bias,” “transparent AI,” “AI safety,” 

and “AI governance,” among others. Seminal works, such as 

Bostrom and Yudkowsky (2014) [5] on AI ethics and Russell 

et al. (2015) [13] on beneficial AI, were identified to frame the 

discussion, along with later studies addressing specific issues 

(such as fairness in machine learning or data privacy). We 

also included examples of real world AI incidents and 

datasets to illustrate each ethical challenge. For instance, we 

gathered data on error disparities in facial recognition 

software and statistics from public opinion surveys on AI. 

These datasets were visualized in graphs and tables to provide 

empirical context. Three tables summarize (i) major ethical 

issues and example cases, (ii) notable AI ethics 

principles/frameworks introduced by 2016–2018, and (iii) 

approaches proposed to address each ethical challenge. Three 

graphs visualize (a) public attitudes toward AI, (b) bias in AI 

system performance, and (c) the risk of job automation in 

different occupations. All information is cited with 

appropriate APA 7 author-date references to ensure accuracy 

and avoid plagiarism. By combining scholarly literature and 

practical cases, this methodology provides both depth and 

real world relevance in analyzing AI ethics. 

 

Result 

Ethical Challenges of AI 

AI ethics is a broad domain, but most concerns can be 

grouped into a few key categories. Table 1 lists the major 

ethical challenges identified in the literature, each with a brief 

description and real world example. In the subsections below, 

we examine each issue in depth, citing representative studies 

and incidents. Together, these challenges underscore why 

ethical guidelines and interventions are necessary for AI. 

 

Table 1: Major Ethical Issues in AI with Illustrative Examples 
 

Ethical Issue Description Illustrative Example (Year) 

Bias & 

Discrimination 

AI systems inheriting or amplifying human biases, leading to 

unfair outcomes for certain groups. 

Facial recognition less accurate for darker skinned 

individuals (2018) 

Privacy & 

Surveillance 

Massive data collection by AI threatening privacy; potential 

misuse of personal data. 

Social media data mining scandal (2018) for targeted 

political ads 

Transparency 
“Black-box” AI models that lack explainability, making 

decisions opaque to users. 

Loan application AI cannot explain why it denied credit 

(2017) 

Accountability 
Difficulty in assigning responsibility or legal liability when AI 

systems cause harm or errors. 
Autonomous car fatality with unclear legal blame (2018) 

Safety & Security 
Risks of AI malfunctioning or being misused, leading to 

physical or digital harm. 

Chatbot learning hate speech and behaving dangerously 

(2016) 

Job Displacement 
Economic and social impact of AI automation on employment 

and inequality. 

47% of U.S. jobs at high risk of automation within 20 

years (Frey & Osborne, 2017) [12] 

Bias and Discrimination 

One of the most documented issues in AI ethics is algorithmic 

bias. AI systems can behave unfairly by reproducing or even 

amplifying biases present in their training data or design. In 

2016, ProPublica exposed that a criminal risk assessment AI 

was biased against black defendants, falsely flagging them as 

high risk at nearly twice the rate of white defendants (Angwin 

et al., 2016) [2]. Such biases arise because AI models learn 

from historical data, which may reflect societal prejudices or 

underrepresentation. As a result, AI driven decisions (in 

policing, hiring, lending, etc.) can systematically 

disadvantage certain demographics (e.g. racial minorities or 

women), raising concerns of discrimination and injustice. 

A striking example is bias in commercial facial recognition 

and analysis software. Research by Buolamwini and Gebru 

(2018) [7] found that these AI systems were highly accurate 

for white male faces but had high error rates for dark skinned 

female faces. Specifically, gender classification AI had 

almost 0% error for light skinned men but over 30% error for 

dark skinned women. This disparity, shown in Figure 1, 

reveals how AI can perform substantially worse for 

marginalized groups, leading to unequal treatment. The cause 

was traced to training datasets that were overwhelmingly 

composed of lighter skinned, male faces, illustrating how 

lack of diversity in data propagates bias in AI outcomes 

(Buolamwini & Gebru, 2018) [7]. Such findings have spurred 

calls for algorithmic fairness techniques to detect and 

mitigate bias as well as more representative data collection. 

Researchers have developed fairness metrics and debiasing 

algorithms to ensure AI decisions (like loan approvals or face 

identifications) do not disproportionately harm protected 

groups (Barocas & Selbst, 2016) [3]. Nonetheless, bias 

remains a core ethical challenge as AI systems proliferate in 

sensitive social domains. 
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Fig 1: An example of algorithmic bias error rates in AI gender classification for different demographics. The AI has a negligible error 

(0.8%) on identifying light skinned men, but a 34.7% error rate for dark skinned women, indicating a serious bias in performance (data from 

Buolamwini and Gebru (2018)) [7]. 

 

To address bias, multiple strategies are being pursued. These 

include careful auditing of AI models for disparate impact, 

using techniques like counterfactual testing (checking if 

changing sensitive attributes affects outcomes) and bias 

bounties (inviting external experts to find biases). Technical 

solutions such as resampling training data, introducing 

fairness constraints in model training, and post processing 

outputs to equalize outcomes have shown promise in research 

(Barocas & Selbst, 2016) [3]. For example, algorithms can be 

adjusted to satisfy fairness criteria like “equal opportunity” 

ensuring an AI model has similar true positive rates for 

different groups (Barocas & Selbst, 2016) [3]. On the policy 

side, organizations are urged to adopt fairness guidelines and 

transparency reports disclosing AI performance across 

demographics. While no solution is foolproof, the recognition 

of algorithmic bias has led to a concerted effort within the AI 

community to “design for fairness” from the ground up. 

Privacy and Surveillance 

AI’s hunger for data and its powerful analytic capabilities 

pose serious privacy concerns. Modern AI systems often rely 

on large scale personal data from internet browsing and social 

media content to CCTV footage to learn patterns. This 

enables beneficial services (like personalized 

recommendations or medical insights) but also creates 

potential for intrusive surveillance and data misuse. A high 

profile example was the Cambridge Analytica scandal 

(2018), where personal data from millions of Facebook users 

were harvested without consent and used to micro target 

political advertisements. This incident underscored how AI 

driven data analysis can threaten individuals’ privacy, 

autonomy, and even democratic processes if not properly 

regulated. 

AI algorithms can also re-identify individuals from 

anonymized data or infer sensitive attributes (like sexual 

orientation or health status) from seemingly innocuous 

information. Such “predictive privacy harms” challenge 

traditional data protection frameworks. Governments and 

regulators responded in part with laws like the European 

General Data Protection Regulation (GDPR, 2016), which 

among other things mandates data minimization and gives 

users rights over automated decisions. GDPR specifically 

addresses AI by requiring meaningful explanations for 

automated decisions and by recognizing privacy as a 

fundamental right. Beyond legal measures, researchers 

advocate for Privacy Preserving Machine Learning 

techniques (like differential privacy and federated learning) 

that allow AI models to learn from data without exposing 

personal details. These techniques add noise to data or train 

models across decentralized devices, thus reducing the 

amount of raw personal data collected or shared. 

Despite these advances, tension remains between AI’s data 

needs and privacy rights. Sophisticated surveillance systems 

powered by AI (e.g. facial recognition cameras deployed in 

public spaces) have sparked ethical debates worldwide. Such 

systems can greatly enhance security or convenience, but 

unchecked they risk enabling authoritarian monitoring and 

eroding civil liberties. Ethicists argue that AI deployment 

should be subject to strict oversight and transparency, asking: 

Who collects data? For what purpose? How long is it stored? 

Ensuring informed consent and allowing individuals to opt 

out of data driven AI profiling are critical. In summary, 

privacy stands out as a vital component of AI ethics requiring 

a balance between innovation and the protection of human 

dignity and freedom from undue surveillance. 

 

Transparency and Explainability 

Many state of the art AI models, particularly those based on 

deep learning, operate as “black boxes” their internal decision 

making processes are not understandable to humans, even 

experts. This opacity raises an ethical issue of transparency: 

if neither users nor regulators can grasp how an AI makes 

decisions, it undermines trust and accountability. For 
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instance, consider a scenario where an AI system denies 

someone’s loan application or recommends a medical 

treatment; if the affected person asks “Why?”, a black box AI 

offers no clear explanation. Lack of explainability can be 

problematic in high stakes domains like finance, healthcare, 

or criminal justice, where decisions significantly impact lives 

and fairness must be demonstrated. 

Scholars and organizations have therefore emphasized the 

importance of Explainable AI (XAI) developing methods to 

make AI’s decisions interpretable. Techniques range from 

simpler inherently interpretable models (like decision trees or 

rule based systems) to post hoc explanation tools for complex 

models (like feature importance scores, saliency maps in 

image models, or local surrogate explanations such as 

LIME). While a 2018 study found that explanations should 

expose hidden biases and enable human oversight of AI 

(Dignum, 2018) [9], many AI systems deployed by 2018 still 

lacked robust explainability. The “right to explanation” in the 

GDPR (though debated by legal scholars) reflects a societal 

expectation that significant automated decisions be 

accompanied by an explanation understandable to an affected 

person. Furthermore, transparency is often listed as a core 

principle in AI ethics guidelines (as seen in Table 2 later, 

many frameworks include transparency or explainability). 

Transparency is closely tied to accountability: if we can 

explain an AI’s reasoning, we can better assign responsibility 

for its outcomes. Conversely, inscrutable AI can become an 

excuse for evading responsibility (“the algorithm made me 

do it”). Ethical AI practice thus calls for making AI systems 

as transparent as possible without compromising 

performance. In 2017–2018, research by Doshi-Velez and 

Kim (2017) [10] had begun formalizing what constitutes a 

“good explanation” from AI and how to evaluate 

interpretability. Still, a trade off sometimes exists between 

model complexity/accuracy and interpretability, a topic of 

ongoing research. The consensus in the AI ethics community 

is that explainability is not just a technical feature, but a moral 

imperative when AI decisions affect human rights or well 

being. Progress by 2018 included academic and industrial 

efforts (IBM’s AI Explainability 360 toolkit, for example) 

and a growing culture of algorithmic transparency. However, 

achieving full transparency in deep neural networks remained 

an open challenge, requiring continued innovation in XAI. 

Accountability and Governance 

As AI systems take on roles in decision making, a pressing 

question is: Who is accountable when something goes 

wrong? This issue of accountability intersects with law, 

policy, and ethics. Traditional liability frameworks struggle 

with AI because AI can be seen as an “actor” with a degree 

of autonomy or because multiple parties (developers, 

deployers, users) are involved. For example, if an 

autonomous vehicle causes an accident, is the blame on the 

manufacturer, the software engineer, the owner, or the AI 

itself? In March 2018, a self driving Uber test vehicle 

tragically struck and killed a pedestrian in Arizona, one of the 

first such fatalities. Investigations revealed that the AI’s 

object recognition saw the pedestrian but the system failed to 

act in time. This incident highlighted ambiguities in legal and 

moral responsibility: the safety driver was distracted, the 

software had design flaws, and the pedestrian crossed in an 

unlit area. Ultimately, it raised the point that without clear 

accountability, victims might not get justice and companies 

might not have sufficient incentive to ensure safety. 

Another aspect is algorithmic accountability in public sector 

use. If a government agency uses an AI system (for 

sentencing, child welfare decisions, etc.), democratic 

principles demand mechanisms to audit and challenge those 

algorithmic decisions. By 2018, some jurisdictions were 

considering or enacting legislation for algorithmic 

accountability for instance, the New York City Automated 

Decision Systems Task Force (established 2018) to review 

city use of algorithms. Ethicists argue that AI systems should 

have “audit trails” and that independent auditors should 

verify compliance with ethical and legal norms (Cath et al., 

2018) [8]. Some scholars proposed the concept of “AI 

accountability reports” similar to financial audits. 

In the corporate context, accountability means companies 

should be answerable for the impacts of their AI products. 

This led to efforts like Google’s AI Principles (2018), where 

Google publicly stated it would not design AI for weapons 

and would evaluate products for ethical risks. Ensuring 

accountability also involves the idea of “human in the loop” 

oversight for consequential decisions requiring a human 

decision maker to ultimately approve or overturn automated 

outcomes. This human oversight acts as a safety net, although 

it can be undermined if humans become too deferential to AI 

recommendations (automation bias). 

In summary, the ethical principle of accountability insists that 

AI does not absolve human responsibility. As Virginia 

Dignum put it, “Responsible Artificial Intelligence is about 

human responsibility for the development of intelligent 

systems along fundamental human principles and values” 

(Dignum, 2018) [9]. This means that organizations designing 

and deploying AI must proactively consider ethical 

implications and be prepared to justify and take responsibility 

for their AI’s behavior. Governance structures, both internal 

(ethics boards, bias testing protocols) and external 

(regulations, oversight agencies), are crucial to uphold 

accountability. Early examples by 2018 include the 

Partnership on AI (a consortium formed in 2016 by tech 

companies and NGOs) which aimed to develop best 

practices, and various national AI strategy reports 

emphasizing ethical AI governance (e.g. the UK House of 

Lords report, 2018). Going forward, robust accountability 

frameworks will be needed to handle even more complex AI, 

such as when autonomous systems learn and evolve in 

unpredictable ways. 

 

Safety and Security 

Ensuring that AI systems do not cause unintentional harm and 

cannot be easily exploited for malicious purposes is another 

foundational aspect of AI ethics. AI safety refers to technical 

and normative measures that keep AI behavior aligned with 

intended goals, especially in scenarios where AI has the 

capacity to self improve or act in the physical world. 

Researchers like Amodei et al. (2016) [1] identified concrete 

AI safety problems, such as how to design AI that can 

gracefully handle situations outside its training (robustness), 

that can recognize when to defer to human control, and that 

resist adversarial inputs. By 2018, this field focused mostly 

on narrow AI (for example, making sure a household robot 

doesn’t injure people, or a recommendation algorithm 

doesn’t learn to exploit human psychological vulnerabilities). 

However, concerns were also growing about future artificial 

general intelligence (AGI) super intelligent AI that might 

pose existential risks if not aligned with human values 

(Russell et al., 2015) [13]. While AGI was speculative, 

prominent scientists and tech leaders had in 2017 signed the 
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Asilomar AI Principles, calling for precaution and ethics in 

AI development. 

In practical terms, AI safety issues manifested in incidents 

like the aforementioned autonomous vehicle crash, or cases 

of AI misbehaving due to poor design. Microsoft’s Tay 

chatbot (2016) is a notable example: it was released on 

Twitter and, learning from user interactions, started 

outputting inflammatory and racist messages within 24 hours. 

The bot had no safeguards against learning abusive content 

from trolls, a failure of value alignment on a small scale. 

Likewise, AI systems in charge of critical infrastructure or 

weapons raise obvious safety and ethical issues. Debates 

raged in 2017–2018 over “killer robots” (lethal autonomous 

weapons systems). An open letter signed by thousands of 

researchers urged the UN to ban fully autonomous weapons, 

arguing that delegating life and death decisions to machines 

is an ethical red line and that such weapons could destabilize 

security (Russell et al., 2015) [13]. Proponents of a ban cite the 

risk of AI arms races and the difficulty of ensuring an 

autonomous weapon complies with international 

humanitarian law. 

Cybersecurity is also a facet of AI ethics: AI systems may 

themselves be targets of attacks (e.g. adversarial examples 

where imperceptible perturbations fool an AI into seeing 

something that isn’t there) or used for harmful purposes (like 

generating deepfake videos to spread misinformation, a 

phenomenon emerging by 2018). Ethically, developers 

should attempt to anticipate and prevent malicious uses of AI. 

A 2018 report titled “The Malicious Use of AI” outlined 

potential threats such as automated hacking, personalized 

disinformation, and drone surveillance, recommending 

interdisciplinary collaboration to mitigate these risks 

(Brundage et al., 2018) [6]. 

In the realm of safety, technical research has proposed 

solutions like “reward hacking” prevention (ensuring an AI 

doesn’t cheat to achieve its goal), simulation environments to 

rigorously test AI behavior in edge cases, and kill switch 

mechanisms for high autonomy systems (Amodei et al., 

2016) [1]. Ethically, a culture of safety first in AI development 

is encouraged, similar to how safety is paramount in fields 

like civil engineering or medicine. This includes extensive 

testing, validation, and if needed, slow deployment of AI in 

domains where errors can cost lives. By 2018, organizations 

such as OpenAI and DeepMind had dedicated AI safety 

teams, reflecting a recognition that ethical AI is not just about 

doing no evil intentionally, but also about preventing 

accidental harm. 

 

Socio Economic Impacts and Job Displacement 

Beyond direct technical concerns, AI ethics encompasses the 

broader societal and economic impact of AI. One major 

anxiety is the effect of AI and automation on employment and 

inequality. Studies have attempted to estimate how many jobs 

are susceptible to automation: a widely cited analysis by Frey 

and Osborne (2017) [12] found that around 47% of U.S. jobs 

are at high risk of being automated over the next couple of 

decades. While the exact figures are debated, there is 

consensus that AI will significantly transform the labor 

market, eliminating certain types of jobs while creating new 

ones. The ethical challenge is to manage this transition in a 

way that minimizes harm to workers and communities. If AI 

disproportionately automates lower skill jobs (e.g. 

transportation, retail, manufacturing) without adequate 

societal support (retraining programs, social safety nets), it 

could exacerbate inequality and unemployment. This raises 

questions of justice and responsibility: companies benefiting 

from AI efficiency gains might have an ethical obligation to 

help reskill displaced workers, and policymakers may need 

to consider measures like universal basic income or job 

guarantee programs as potential mitigations. 

Public opinion on AI’s impact reflects both optimism and 

concern. For example, a 2018 Northeastern 

University/Gallup poll found that 79% of Americans viewed 

AI as having a mostly positive impact on their lives so far, 

yet 73% believed AI will result in more jobs being eliminated 

than created (St. Martin, 2018) [14]. Only a small minority 

(22%) felt that their education prepared them to work with AI 

(see Figure 2). Such sentiments indicate that while people 

appreciate AI’s conveniences, they worry about economic 

security and whether they have the skills for an AI driven 

future. It underscores the ethical imperative to ensure AI’s 

benefits are widely distributed, rather than concentrated 

among a few tech firms or high skilled workers. 

 

 
 

Fig 2: Public opinion on AI in the United States (2018 survey). While most respondents (79%) felt AI had a positive impact on their life, a 

strong majority (73%) feared that AI would eliminate more jobs than it creates. Furthermore, only 22% of college educated respondents felt 

well prepared by their education to work with AI technologies (St. Martin, 2018) [14]. 
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Another socio economic concern is the potential for 

algorithmic profiling to reinforce social inequalities. For 

instance, AI is used in recruiting and may inadvertently favor 

resumes from majority groups if trained on past hiring data 

(as happened with a 2018 experimental hiring AI that 

Amazon developed, which was found to downgrade resumes 

containing indications of the applicant being female, it was 

later scrapped for bias, an example that reflects broader 

concerns about data-driven discrimination discussed by 

Barocas and Selbst (2016)) [3]. If not carefully managed, AI 

could entrench existing disparities in income, education, and 

opportunity by deploying decision systems that are less 

accessible or fair to disadvantaged groups. 

Ethical AI must therefore consider questions of social justice. 

Some guiding principles proposed include: AI should be used 

to reduce inequality rather than widen it; human dignity and 

meaningful work should be preserved; and affected 

communities should have a voice in how AI is implemented. 

An emerging concept is “AI for Social Good,” which 

encourages development of AI applications that explicitly 

aim to address societal challenges (healthcare, environmental 

protection, education access, etc.) rather than purely focusing 

on profit or efficiency. Such initiatives gained momentum by 

2018 (e.g. the “AI for Good Global Summit” organized by 

the UN in 2017). 

Preparing the workforce for AI driven changes was also a 

prominent discussion by 2018. Education curricula were 

being updated to emphasize STEM, coding, and also soft 

skills that AI cannot easily replicate (creative thinking, 

teamwork, ethics). Lifelong learning and continuous 

reskilling were themes in many national AI strategies. 

Ultimately, the socio economic impact of AI connects to 

ethics through the concept of beneficence and justice. AI 

should ideally benefit the many, not the few, and its 

development should align with broader human values such as 

well being, fairness, and the right to meaningful employment. 
 

Table 2: Selected AI Ethics Principle Frameworks (2016–2018)  
 

Framework (Year) Issuer / Context Key Principles 

IEEE Ethically 

Aligned Design (2016) 

IEEE Global Initiative on 

AI Ethics 

Prioritize human well being; accountability; transparency; algorithmic fairness; safety. 

(Comprehensive guidelines for engineers.) 

Asilomar AI Principles 

(2017) 

Future of Life Institute 

(FLI) 

23 principles including: Safety, Failure Transparency, Judicial Transparency, 

Responsibility, Value Alignment, Human Control, Non Weaponization of AI. 

Montreal Declaration 

(2017) 

Public consultation in 

Canada 

Well being, Autonomy, Justice, Privacy, Knowledge sharing, Democracy. (Ethical 

principles for AI aimed at policymakers and public.) 

AI4People Framework 

(2018) 

EU multi stakeholder 

group (Floridi et al., 2018) 

[11] 

5 Pillars: Beneficence (promote well being, dignity, sustainability), Non Maleficence (do 

no harm includes privacy and security), Autonomy (respect human decision making), 

Justice (fairness, solidarity), Explicability (transparency & accountability enabling the 

rest). 

Google AI Principles 

(2018) 
Google (corporate policy) 

Be socially beneficial; avoid creating or reinforcing bias; be built and tested for safety; be 

accountable to people; incorporate privacy design; uphold high standards of scientific 

excellence; do not pursue AI applications likely to cause overall harm (e.g. weapons). 
Multiple organizations released guidelines to ensure AI is developed and used ethically. This table highlights a few influential frameworks up to 2018, illustrating 

common principles. 
 

As seen above, different bodies converged on similar ethical 

tenets emphasizing human rights, fairness, transparency, and 

accountability. These frameworks were early attempts to 

operationalize ethical theory in practical AI development. For 

example, the AI4People framework developed by Floridi et 

al. (2018) [11] built on bioethics and digital rights traditions to 

categorize principles, while Google’s principles were more 

concrete rules for product teams. By 2018, over two dozen AI 

ethics guidelines had been proposed worldwide, from 

government advisory groups to industry consortia, a trend 

that a 2019 meta analysis would later document in detail 

(though we do not cite post 2018 analyses here, it’s worth 

noting this proliferation). The consistency of certain 

principles (like fairness, autonomy, and transparency) across 

frameworks demonstrates a growing consensus on core 

values for ethical AI. However, critics have pointed out that 

principles are only a first step; the real challenge lies in 

implementing and enforcing these principles in AI design and 

policy. 

 

Approaches to Address AI Ethics Challenges 

Tackling the ethical challenges outlined is a multidisciplinary 

effort. Progress requires technical innovations, ethical design 

practices, regulatory action, and public engagement. Table 3 

summarizes some approaches both technical and policy based 

that have been proposed or implemented (pre-2019) to 

address each major AI ethics issue. These approaches 

illustrate how researchers and practitioners were beginning to 

translate abstract principles into concrete measures. 
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Table 3: Approaches to Mitigate AI Ethical Challenges 
 

Ethical Challenge Technical Approaches (AI Design/Research) Policy/Societal Approaches (Governance/Practice) 

Bias & 

Discrimination 

Fairness aware algorithms (e.g. adjusting classifiers to 

equalize outcomes across groups); bias detection 

toolkits (IBM Fairness 360, etc.); more diverse training 

data collection. 

Anti bias audits of AI systems; fairness standards/certifications; 

laws against algorithmic discrimination (extend civil rights to 

AI decisions). 

Privacy 

Differential privacy (adding noise to data to protect 

individual info); federated learning (keeping data on 

user devices); encryption of AI models and 

communications. 

Data protection regulations (GDPR) enforcing consent and data 

minimization; privacy impact assessments for AI projects; 

transparency to users about data use. 

Transparency 

Explainable AI techniques (model visualization, 

explanation generation); simpler model choices when 

possible; logging AI decision processes for review. 

“Right to explanation” policies; requirements that high impact 

algorithms be open to inspection (at least by regulators); public 

registers of AI systems used by government. 

Accountability 

Embedding failsafes and monitoring in AI (e.g. flag 

anomalies to human operators); traceability mechanisms 

(audit trails in software). 

Clear liability frameworks (clarify who is responsible for AI 

outcomes, manufacturer, operator, etc.); AI ethics boards within 

organizations; external audits and certifications of AI systems 

(similar to safety certifications). 

Safety & Security 

Robust AI research (ensuring AI behaves well in 

unforeseen scenarios); adversarial training (to resist 

hacking); kill switch or sandbox modes for autonomous 

systems; alignment research (reward functions that truly 

reflect human values). 

Sector specific safety standards for AI (e.g. FDA like approval 

for medical AI devices); international agreements (ban on 

autonomous weapons, norms for cyber-use of AI); incident 

reporting requirements (learn from AI failures like aviation 

does). 

Job Displacement 

R&D in human AI collaboration (augment jobs instead 

of fully automate); developing AI that transfers routine 

tasks but still relies on human oversight. 

Investment in retraining programs and STEM education; social 

safety nets (e.g. unemployment support, basic income trials) in 

anticipation of displacement; public dialogues involving 

workers in shaping AI deployment strategies. 

By 2018, many of these approaches were in nascent stages. 

For instance, fairness toolkits and bias audits were just 

starting to be adopted by tech companies to vet their AI 

models. On the policy side, regulatory bodies were exploring 

new rules such as the European Commission’s AI ethics 

guidelines (drafted in 2018 by a high level expert group) 

which recommended both technical methods (like 

algorithmic impact assessment) and broader accountability 

(like oversight mechanisms and redress for AI caused harm). 

The field of AI ethics education also grew, with universities 

offering courses combining computer science and ethics to 

train a new generation of AI practitioners who are ethically 

conscientious. 

It became clear that no single discipline can solve AI’s ethical 

challenges: engineers, ethicists, lawyers, sociologists, and 

other stakeholders must work together. For example, creating 

an explainable medical diagnosis AI might involve computer 

scientists (to design the model), clinicians (to ensure 

explanations are medically relevant), and patient 

representatives (to ensure the explanation is understandable 

and respectful). Ethical co design with stakeholders is a 

recommended practice so that AI tools meet the real values 

and needs of end users, not just the assumptions of 

developers. 

Another promising approach is standardization and 

certification. Organizations like ISO and IEEE were, around 

2018, beginning work on technical standards related to AI 

ethics (for instance, IEEE P7000 series addresses various 

aspects like bias, transparency, data privacy process). Such 

standards can provide a shared benchmark and enable 

certification, akin to how we have safety certifications (UL, 

CE) for electronics, we might have an “Ethical AI” 

certification that indicates a product has passed certain 

checks. While voluntary at first, these could inform 

regulations later. 

Ultimately, making AI systems ethical is an ongoing process, 

not a one time fix. It requires a culture of responsibility in AI 

development: teams should include ethics from the start 

(ethics “by design”), conduct continuous monitoring of AI 

impacts, and be willing to adjust or withdraw systems that 

cause unforeseen harm. Importantly, affected communities 

should have channels to provide feedback or complaints 

about AI systems (for example, if a finance AI is wrongly 

denying loans in a certain neighborhood, there should be a 

way to raise that issue and have it corrected, an analogue to 

customer service for algorithmic decisions). 

 

Discussion 

Our review indicates that by 2018, awareness of AI ethics had 

surged, accompanied by tangible efforts to confront the 

challenges. The literature reflects a shift from abstract 

discussions to practical frameworks and tools. Nonetheless, a 

gap often exists between high level principles and everyday 

AI development. One concern is the potential for “ethics 

washing,” where organizations advertise ethical principles 

but do not implement meaningful changes treating ethics as a 

PR exercise. This was pointed out by some critics who 

noticed that many companies adopted ethics charters in 2018, 

yet continued certain controversial projects. True progress 

will require enforcement mechanisms and possibly 

legislation to ensure ethical principles are acted upon. For 

instance, while fairness is widely proclaimed, enforcing it 

might require audits or penalties analogous to how we 

enforce non discrimination laws in hiring. 

Another discussion point is the global and cultural dimension 

of AI ethics. Most frameworks cited (US, European, 

Canadian initiatives) emerge from Western liberal values 

(e.g. emphasis on individual rights, privacy). Other cultures 

or countries might prioritize different values for example, a 

more collective notion of welfare or different stances on 

privacy vs. public security. As AI is deployed worldwide, a 

challenge is reconciling these differences or finding a core set 

of universal ethical principles. The UNESCO and other 

international bodies were beginning to facilitate global 

conversations on AI ethics by 2018, aiming for an 

international consensus. Yet geopolitical factors complicate 
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this e.g., competition in AI between nations might undercut 

cooperative ethics efforts (as seen in reluctance of some 

major powers to ban autonomous weapons, fearing strategic 

disadvantages). 

We also observe that AI ethics is iterative. New issues 

continue to emerge as AI advances: for instance, deepfakes 

(realistic AI generated fake media) became a concern around 

2018, raising questions about truth and trust. Ethical 

guidelines must be flexible and update as technology 

changes. This underscores the need for continuous research. 

It is noteworthy that academic interest in AI ethics 

skyrocketed in the late 2010s, indicating that the research 

community is actively engaging. Publications on AI ethics 

grew from only a handful per year in the 1990s to dozens by 

the mid 2010s and then into the hundreds by 2018 (a “recent 

burst of attention” as Borenstein et al. (2021) [4] later 

described). This trend is healthy: robust theoretical and 

empirical research will inform better policy and practice. 

One promising intersection is between AI ethics and human 

rights frameworks. Some scholars argue that existing human 

rights (like the right to privacy, freedom of expression, non 

discrimination) provide a strong foundational lens to evaluate 

AI impacts. By framing AI ethics in terms of human rights 

compliance, we align it with internationally recognized law 

and morality. For example, algorithmic bias can be seen as a 

violation of the right to equal treatment; mass surveillance AI 

can infringe on the right to privacy and freedom. Several AI 

principles documents explicitly referenced human rights (the 

Montreal Declaration, the Toronto Declaration on protecting 

rights in machine learning, both 2018). This approach may 

facilitate creating legal norms since human rights law is 

binding for governments, ensuring AI deployed by 

governments (and even by corporations, indirectly) respects 

these rights could be enforceable. 

Another discussion point is ethical use of AI for 

augmentation vs. replacement. Ethicists like Brynjolfsson 

and colleagues suggest focusing on “AI that enhances human 

capabilities” rather than AI that fully replaces humans. This 

concept, often phrased as “AI as a tool, not a tyrant,” aligns 

with keeping humans in control. For example, instead of an 

AI doctor, develop AI decision support that helps human 

doctors thus retaining human empathy and accountability. 

Such an approach could alleviate concerns about autonomy 

and job loss, but it requires conscious design and possibly 

foregoing some short term efficiency gains for longer term 

social benefit. 

Finally, we must acknowledge limitations in our current 

knowledge (as of 2018) and the importance of ongoing multi 

stakeholder dialogue. Ethics is not a one size fits all formula; 

there will be trade offs. For instance, increasing transparency 

might reduce an AI model’s performance or a company’s 

competitive advantage (if they have to reveal trade secrets) 

but ethically, some sacrifice may be needed for the greater 

good. Similarly, promoting privacy might limit the data 

available to improve services, again a trade off between 

collective benefit and individual rights. These dilemmas need 

public discourse, not just expert discussion, to decide how 

society wants to navigate them. The role of public opinion 

(like shown in Figure 2) is key: if people are fearful of certain 

AI applications, developers should take that seriously and 

engage with communities to build trust or adjust their 

approach. 

In conclusion of the discussion, it’s evident that AI ethics has 

matured significantly by 2018, moving from theoretical 

consideration to an applied discipline influencing real world 

practices. Yet, it is equally clear that we are in the early stages 

of ensuring AI’s alignment with human values. Many 

challenges from bias to accountability remain only partially 

solved. The momentum, however, is on the side of ethical AI: 

governments, academia, industry, and civil society are 

increasingly united in insisting that AI should be developed 

responsibly. AI’s future will be shaped not just by what it can 

do, but by what we decide it should do. The ongoing 

collaboration between technologists and ethicists will be 

crucial to steer AI in a direction that genuinely benefits 

humanity while respecting fundamental ethical principles. 

 

Conclusion 

AI technology holds immense promise to improve lives from 

more efficient services and medical breakthroughs to new 

ways of learning and working. At the same time, as this paper 

has detailed, AI introduces serious ethical challenges that 

cannot be ignored. Unchecked AI development could 

entrench bias, violate privacy, erode trust through opacity, 

enable harmful autonomous actions, and disrupt socio 

economic stability. The research questions posed at the outset 

have been addressed as follows: 

● Key Ethical Challenges: We identified the main issues 

of fairness (bias), privacy, transparency, accountability, 

safety, and societal impact (including job displacement). 

Each of these challenges is backed by concrete examples 

such as biased judicial risk scores, Cambridge 

Analytica’s data misuse, black box credit algorithms, 

accidents with autonomous cars, and studies predicting 

large scale job automation. These examples underline 

that AI ethics is not abstract; it affects real people and 

communities. They also highlight interconnections 

among issues: for instance, lack of transparency 

exacerbates the accountability problem; bias in AI 

decisions can worsen social inequality (a socio economic 

impact). 

● Frameworks and Solutions: A number of strategies 

have been developed by 2018 to tackle these issues. 

Technically, researchers have created tools for fairness, 

privacy preserving techniques, explainable AI methods, 

robust training for safety, etc. Ethically and legally, 

dozens of guidelines articulate principles to strive for, 

and initial regulatory steps (like GDPR) enforce some 

constraints. Multi stakeholder initiatives (IEEE’s 

standards, Partnership on AI, national AI ethics 

committees) are bridging the gap between principles and 

practice. We provided tables summarizing leading 

frameworks (Table 2) and concrete mitigation 

approaches (Table 3). While implementation is still in 

progress, the existence of these frameworks shows a 

broad consensus emerging on what ethical AI entails. 

Notably, common themes include respect for human 

rights, promotion of well being, avoidance of harm, 

fairness, and controllability of AI. These themes echo 

long standing ethical principles (non maleficence, 

justice, autonomy, etc.), adapted to the AI context. 

● Future Directions: Our discussion notes that AI ethics 

must continuously evolve. Some gaps identified include 

the need for enforcement of ethical principles (to move 

beyond voluntary compliance), addressing ethical issues 

in AI’s global deployment (cultural differences, 

international regulations), and preparing for future 

challenges (like more advanced AI or unforeseen 
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consequences). It is likely that ethics will become an 

integral part of the AI development lifecycle, much as 

security and reliability are today. This could mean 

ethical risk assessments before deploying AI, ongoing 

monitoring of AI outcomes, and stakeholder engagement 

at all stages. The conversation around AI and jobs also 

demands forward thinking policies investing in 

education, and possibly reimagining economic structures 

to ensure AI augments human capabilities and prosperity 

rather than creating mass unemployment or inequality. 

 

In summary, the trajectory from 2016 through 2018 showed 

rapid progress in recognizing and addressing AI ethics issues. 

But ethical AI is a journey without a fixed endpoint; it’s about 

continual alignment of a powerful technology with the ever 

evolving values and norms of society. As AI systems become 

more pervasive (and intelligent), the importance of 

embedding ethics only grows. The encouraging takeaway is 

that we are not passive spectators through prudent 

governance, innovative design, and inclusive dialogue, 

humanity can guide AI to be a positive transformative force. 

AI that is ethical by design and subject to human oversight 

can enhance justice, safety, and quality of life, truly 

qualifying as “beneficial AI” (Russell et al., 2015) [13]. 

Conversely, neglecting ethics could lead to societal backlash, 

regulation by crises, or even technology misuse with dire 

consequences. The stakes are high, but the groundwork laid 

by AI ethics research and practice up to 2018 provides a 

strong foundation. By continuing to ask the hard questions, 

not just “Can we do this with AI?” but “Should we, and 

how?” we can ensure that AI development remains firmly 

tethered to human values and the public interest. 
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